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1. Policy Statement
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Great British Guardians (“GBG”) is committed to protecting the privacy and personal data of all individuals

we work with, including students, parents, agents, host families, schools, staff and suppliers.

This Data Protection Policy explains how GBG complies with the UK General Data Protection Regulation
(UK GDPR) and the Data Protection Act 2018, and sets out the standards expected of all staff, host families

and anyone acting on behalf of GBG when handling personal data.

2. Scope
This policy applies to:

e GBG staff and directors

e Host families
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e Contractors and volunteers
e Anyone processing personal data on behalf of GBG

It applies to all personal data, whether held electronically, on paper, or in any other format.

3. Definitions
e Personal data: Information relating to an identifiable individual

e Special category data: Sensitive data such as health, safeguarding, ethnicity or religious
information

e Data controller: Great British Guardians

e Data Protection Lead: Stephen Arnott

4. Data Protection Principles
GBG processes personal data in accordance with UK GDPR principles. Personal data must be:

e processed lawfully, fairly and transparently

e collected for specified, explicit and legitimate purposes
e adequate, relevant and limited to what is necessary

e accurate and kept up to date

e kept no longer than necessary

e processed securely and confidentially

5. Lawful Bases for Processing
GBG processes personal data under one or more of the following lawful bases:

e Contract: to provide guardianship services

Legal obligation: safeguarding, immigration, regulatory and employment requirements

Vital interests: to protect a child or individual from harm

Legitimate interests: day-to-day administration and service delivery

Consent: where required (e.g. optional marketing communications)
Special category data (such as medical or safeguarding information) is processed where necessary for:
e safeguarding children

e provision of care
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e compliance with legal obligations

6. Responsibilities
Stephen Arnott is responsible for:

e overseeing data protection compliance
e responding to data protection queries and requests
e managing data breaches
e ensuring training and awareness
All staff and host families are responsible for:
e handling personal data securely
e only accessing data necessary for their role

e reporting concerns or breaches immediately

7. Data Security

GBG uses appropriate technical and organisational measures to protect personal data, including:
e secure cloud storage (Dropbox, Microsoft Office, ILP CRM)
e strong passwords and access controls
e encryption where appropriate
e secure disposal of paper records
e restricted access on a “need-to-know” basis

Personal data must not be stored on personal devices unless encrypted and authorised.

8. Use of Email, Messaging and Devices
Email and messaging platforms (including WhatsApp and WeChat) are used where necessary for
guardianship operations.

When using email or messaging:
e only minimum necessary information should be shared
e recipients must be checked carefully

e sensitive attachments should be password-protected where appropriate
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e safeguarding or high-risk matters must be escalated promptly

9. Data Retention
GBG retains personal data only for as long as necessary to provide services or meet legal obligations.

As a general rule:
e student, host family and school records are deleted once services end
e data required for safeguarding or regulatory purposes may be retained longer where justified

Data is securely deleted or destroyed when no longer required.

10. Data Subject Rights
Individuals have the right to:

e access their personal data

e request correction

e request deletion

e restrict or object to processing

e request data portability

withdraw consent (where applicable)

Requests should be made to:
stephen@gbguardians.com

GBG will respond within one month of receipt.

11. Personal Data Breaches
A personal data breach includes loss, unauthorised access, disclosure or destruction of personal data.

All suspected breaches must be reported immediately to the Data Protection Lead.
GBG will:

e assess the risk

e notify the ICO within 72 hours where required

¢ notify affected individuals where there is a high risk to their rights

12. Data Sharing

Personal data may be shared where necessary with:
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e host families

e schools

e parents and agents

e transport providers

e medical professionals

e |IT and professional service providers

e regulators and accreditation bodies (including AEGIS)
Data is shared on a lawful and proportionate basis only.

Sharing information with AEGIS for accreditation purposes

As part of Great British Guardians’ accreditation and re-accreditation with the Association for the Education
and Guardianship of International Students (AEGIS), we are required to share limited contact details
relating to parents, students, host families, agents and partner schools with the AEGIS office and appointed
inspectors.

This information is shared solely for the purposes of quality assurance, inspection and regulatory oversight,
is handled securely by AEGIS, and is deleted once the inspection process has concluded. Individuals are
informed of this processing through our Privacy Notice.

13. International Transfers
GBG communicates with parents, agents and students outside the UK using email, WhatsApp and WeChat.
Where data is processed internationally, GBG relies on appropriate safeguards in line with UK GDPR.

14. Review

We are committed to reviewing our policy and good practice annually.
This policy was last reviewed on: 01 October 2025.

Signed by Stephen Arnott.

Date: 01 October 2025

Last Reviewed: 01 October 2025
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